
9/8/25, 10:28 AM For the Defense - Vol. 10, Issue 3 [12 - 13]

https://www.nxtbook.com/nxtbooks/PACDL/FORTHEDEFENSE_vol10_issue3_2025/index.php#/p/12 1/3



9/8/25, 10:28 AM For the Defense - Vol. 10, Issue 3 [12 - 13]

https://www.nxtbook.com/nxtbooks/PACDL/FORTHEDEFENSE_vol10_issue3_2025/index.php#/p/12 2/3



9/8/25, 10:28 AM For the Defense - Vol. 10, Issue 3 [12 - 13]

https://www.nxtbook.com/nxtbooks/PACDL/FORTHEDEFENSE_vol10_issue3_2025/index.php#/p/12 3/3



22/58/92       234/194/56

#153A5B          #EAC137

90/78/39/30       9/22/91/0

2955C              7406C

PANTONE

CMYK

RGB

HEXIDECIMAL

GOVERNMENT KEEPS RATCHETING UP ITS PURSUIT OF COMPANIES AND EXECUTIVES 
OVER CYBERSECURITY AND PRIVACY PROBLEMS
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but that the defendant knew they were.29 These can be steep burdens in cybersecurity cases, which can 
involve obscure technical details and vague reasonableness standards. 

• In SEC-related actions, analyze whether risk disclosures meet the standards for scienter and materiality 
under SEC Rule 10b-5.30 Be aware that SEC analysis can differ from the FCA one in key ways. For example, 
FCA cases can involve empirical evidence of materiality, or lack thereof, in the form of government 
behavior—if the government continues to pay despite knowing of the noncompliance, for example, that 
is strong evidence that it was immaterial31—whereas in securities matters, the question is more abstract, 
turning on whether a “reasonable investor” would view the omitted fact as significantly altering the “total 
mix” of information.32 Being aware of such nuances allows counsel to calibrate arguments for different 
agencies as necessary, and align them where possible. 

• Parallel civil and administrative proceedings demand coordinated strategies. For example, it is crucial to 
work closely with civil-litigation colleagues, starting early, to align argument themes, to avoid discovering 
mid-negotiation that your client’s class action defense team’s key argument undercuts, for example, your 
mitigation strategy. 

• Similarly, think carefully about privilege waiver in the parallel proceeding context. Some agencies may 
offer attractive incentives—e.g., cooperation credit or a potential advice-of-counsel defense—to reveal 
information. But any waiver likely will not be limited by an agency, and the information revealed could be 
used in related civil litigation or another regulator’s enforcement action.33   

• Where possible, counsel should work to leverage the same voluntary disclosures of data security issues, 
or overhauls of security and compliance programs implicated by cyber incidents, into mitigation credit 
with multiple agencies and constituencies. 

 
By anticipating investigative priorities, leveraging privilege, and deploying targeted challenges to statutory 

elements, defense counsel can help clients navigate this new era of severe, overlapping enforcement. 
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1 United States v. Sullivan, 131 F.4th 776 (9th Cir. 2025). 
2 United States v. Sullivan, No. 3:20-cr-00337-WHO-1, (N.D. Cal. Aug. 20, 2020); see also 18 U.S.C. § 1505 (obstruction); 18 
U.S.C. § 4 (misprision). 
3 “Bug bounty programs” are corporate initiatives that offer rewards, typically monetary, to ethical hackers who discover 
and report data security vulnerabilities to the company. In this way, companies deputize the hacking community to identify 
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General to issue regulations prohibiting certain transactions involving sensitive data. The final rule, codified at 28 C.F.R. Part 
202, was published on January 8, 2025. 2024-31486 (90 FR 1636). Those regulations expressly refer to and incorporate the 
IEEPA criminal enforcement mechanism for willful violations. 28 C.F.R. § 202.1301(a)(3). The DOJ has issued a Compliance 
Guide and a set of Frequently Asked Questions to help those affected understand the impact of these rules. U.S. Dep’t of 
Justice, Nat’l Security Div, Data Security Program: Compliance Guide (Apr. 11, 2025), 
https://www.justice.gov/opa/media/1396356/dl; U.S. Dep’t of Justice, Nat’l Security Div, Data Security Program: Frequently 
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11 C.F.R. § 202.1301(a)(3). 
12 U.S. Dep’t of Justice, Office of Public Affairs, Deputy Attorney General Lisa O. Monaco Announces New Civil Cyber-Fraud 
Initiative (Oct. 6, 2021), available at https://www.justice.gov/archives/opa/pr/deputy-attorney-general-lisa-o-monaco-
announces-new-civil-cyber-fraud-initiative; 31 U.S.C. 3729(a)(1) (providing for per-claim penalties and treble damages); 90 
FR 2758 (setting penalties for 2025 at $14,308 to $28,618 per claim). 
13 United States ex rel. Craig v. Georgia Tech Research Corp, et al., No. 1:22-cv-02698 (N.D. Ga.); U.S. Dep’t of Justice, Office 
of Public Affairs, United States Files Suit Against the Georgia Institute of Technology and Georgia Tech Research Corporation 
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relating. 
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22 SEC v. SolarWinds Corp., No. 23-cv-9518-PAE (S.D.N.Y.); Securities & Exchange Comm’n, SEC Charges SolarWinds and 
Chief Information Security Officer with Fraud, Internal Control Failures (Oct. 30, 2023), 
https://www.sec.gov/newsroom/press-releases/2023-227.  
23 Id. (alleging, among other things, violations of 15 U.S.C. § 78j(b); 15 U.S.C. § 78m(a); and 15 U.S.C. § 77q(a)).  
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26 “Forensic artifacts” in the data breach context refers to digital evidence, i.e., pieces of data such as cached files, 
metadata, system logs, browser history, remnants of deleted files or data that may be used to reconstruct specifically what 
happened, when, and how.  
27 United States ex rel. Schutte v. SuperValu Inc., 598 U.S. 739, 749-50, 143 S. Ct. 1391, 1399-400 (2023); 31 U.S.C. § 
3729(b)(1). 
28 Universal Health Servs. v. United States ex rel. Escobar, 579 U.S. 176, 196, 136 S. Ct. 1989, 2004 (2016); see also 31 U.S.C. 
§ 3729(b)(4). 
29 See, e.g., Escobar, 579 U.S. at 181 (“What matters is . . . whether the defendant knowingly violated a requirement that 
the defendant knows is material to the Government’s payment decision” (emphasis added).). 
30 17 C.F.R. § 240.10b-5. 
31 Escobar, 579 U.S. at 194-95. 
32 TSC Industries v. Northway, Inc., 426 U.S. 438, 449 (1976). 
33 See, e.g., Westinghouse Elec. Corp. v. Republic of Phil., 951 F.2d 1414, 1431 (3d Cir. 1991) (rejecting defense argument 
that providing privileged internal investigation documents to SEC and DOJ for purposes of cooperating did not waive the 
privilege as to private plaintiff). 
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